Data Protection Act Fact Sheet

Appoint a Data Protection Officer a the highest leve in the organisation. This should
be one individua to assume overdl responsbility for Data Protection.

Register as a data processor on line a www.dataprotection.gov.uk There is an anud
fee of £30. If you fal to regiger and there is a complaint by an individud of a
potentid breach of the Data Protection Act, you are immediately in technica breach
of the Act by being unregigtered.

The Data Protection Act applies to al organisations that handle data about living
individuds (personal data). The Act:

a) Egablishesapublic register of organisations which use persona data;

b) Imposes obligations on organisations that handle persond data relating to privacy
and data qudity (the 8 principles of data protection). These are the most
important eements of the Act;

c) Grants individuds rights in reaion to their data (including the right to access
their data and to prevent certain use of their data).

The Act is enforced by the Information Commissoner who has powers to issue
notices requiring compliance with the Act, to require organisations to co-operate with
his enquiries and to search and seize materid. Breach of certain provisons of the Act
is a crimind offence. Breach of certain provisons of the Act could dso lead to civil
proceedings againg the organisation by the individud.

The 8 data protection principles are:

1. Personal data should be processed farly and lawfully;

2. Persond data should be obtained only for one or more specified unlanful
purposes, and shdl not be further processed in any manner incompetible with
that purpose or those purposes,

3. Persond data shal be adequate, relevant and not excessive in reation to the

purpose or purposes for which they are processed;

All persona data shall be accurate and, where necessary, kept up to date;

Personal data processed for any purpose or purposes shall not be kept for

longer than is necessary for that purpose or those purposes;

6. Personad data shall be processed in accordance with the rights of data subjects
(individuds);

7. Appropriate technicd and organisationa measures shdl be taken againgt
unauthorised or unlawful processing of persona data and aganst accidenta
loss or destruction of, or damage to, personal data;

8. Persond data shdl not be transferred to a country or territory outside the
European Economicd Area unless that country or teritory ensures an
adequate level of protection for the rights and freedoms of data subjects in
relation to the processing of persona data.
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“Data Subject” meansan individua who is the subject of persond data.

“Persona Data’ means data which relates to a living individud who can be identified
from that data, or from that data and other information which is in the possesson of,
or islikely to come into the possession of, the data controller.

The data controller is the organisation who holds or processes the persona data.
“Sengtive Persona Data’ means persona data conssting of information as to:

a) Theracid, ethnic origin of the data subject;

b) Hispolitica opinions,

) His rdigious beiefs or other beliefs of asmilar nature;

d) Whether heisamember of atrade union;

e) His physica or menta hedth or condition;

f) His sxud life;

0 The commission or dleged commisson by him or any offence, or;

h) Any proceedings for any offence committed or dleged to have been
committed by him, the digposa of such proceedings or the sentence of any
Court in such proceedings.

Where senstive persond deta is involved the individud’s explicit consent is needed
before it can be processed for any purpose.

The Data Protection Act gives the individud the right to access persond data held by
them. This includes being given a copy of dl the persond data held about them. This
is subject to a £10 fee being pad to the organisation holding the data and the
organisation holding the data has 40 days to comply with the request to provide a
copy of the persond data.

There are cartain exemptions in the Data Protection Act for disclosure of certain types
of information. Please obtan legd advice on these exemptions if you fed they goply
to your organisation.

The Data Protection Act applies to both computer and manud records



